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DETAILED ACTION 

1. Claims 1-8, 10-25, and 27-35 are pending and remains rejected. 
Claims 9 and 26 have been cancelled. 

2. This is a Final rejection necessitated by new grounds of rejection. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identicedly disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a whole 
would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by 
the manner in which the invention was made. 

3. Claims 1-8, 10-25, and 27-35 are rejected under 35 U.S.C. 103(a) as 
being unpantable over Mazzagatte, et al. (US 6,862,583), and in further 
view of DeBry (US 6,385,728). 

As per claim 1: 

Mazzagatte, et al. discloses in a network of connected devices, a 
communications security method comprising: 

encrypting documents (coL8, lines 14-15) with a public key; (col.8, 
lines 39 and 66-67) 
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spooling the encrypted documents to a network connected file server; 
(coL6, lines 20-21 and coL6, line 62 - coL7, line 5) 

notifying the printer of encrypted documents spooled on the network file 
server; (col.9y lines 26-31) 

at the printer, accepting a private key corresponding to the public key 
used to encrypt the documents; (col.4, lines 40-42 and col. 10, lines 26-28) 

following the acceptance of the private key, transmitting the encrypted 
documents to a network connected printer; (coLlO, lines 29-30 and 
coLll, lines 50-53) 

decrypting the documents with the private key; and, (col.lO, lines 31- 

39) 

printing the decrypted documents, (col. 11, lines 54-57) 

The server of Mazzagatte is a print node (col.7, lines 39-44) which may be 
a gateway to one or multiple printers (col. 10, lines 43-44) or basically a file 
server (coL4, lines 31-34), where the print node server receives the encrypted 
data and identification information using public/ private key encryption (col. 4, 
lines 40-42) and sends the encrypted data with the private key (col. 10, lines 
31-33) to the printer for printing (col.6, lines 63-65). The print node and the 
printer communicates with one another such that the print node indicates the 
print job information for the printer to determine which recipient is to receive 
the printouts from the print queue (col. 10, lines 13-14). Although, Mazzagatte 
teaches encryption of data and includes symmetric or asymmetric 
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(public/ private key) algorithms, Mazzagatte did not specifically describe the 
details of the encrypted data by using the public key. 

DeBry includes file servers (col. 7, lines 4-5) or a document source which 
is the owner of the document (col.7, lines 50-55) where the document source 
creates a certificate to verify the user has correct access privileges (col. 5, lines 
51-65). Further, DeBry teaches if the encrypted document were to be 
decrypted on its way to the printer the system could be spoofed by replacing 
the real printer with software, thus, it would be advantageous to provide a 
unique public encryption key and decrypt and print the document on the fly 
(col. 10, lines 37-44). Hence, DeBiy teaches the document is encrypted with a 
symmetric key where that key is encrypted using the public key (col. 11, lines 
2-4) and then the encrypted document is placed on the spool. The encrypted 
document is sent to the printer along with the key to decrypt the public key to 
thereby decrypt the document for printing (col. 11, lines 6-15). 

The invention of Mazzagatte and DeBry uses both symmetric and 
asymmetric (public/ private key) algorithms interchangeably where it is obvious 
that using either one of these algorithms to encrypt data is not a patentable 
distinction. Therefore it would have been obvious to one of ordinary skill in the 
art at the time of the invention was made to combine Mazzagatte with DeBry 
for encrypting the document with a public key prior to transmission to the 
printer whereby the private key is used for decryption at the printer of would be 
to prevent unauthorized printing and spoofing. 
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As per claim 2: See Mazzagatte on coL4, lines 9-10 and coL6, line 62 - 
col.7, line 5; discusses encrypting the documents with a public key includes 
encrypting the documents at a network-connected computer having a public 
key encryption application wherein transmitting the encrypted documents to a 
network-connected printer includes transmitting the encrypted documents 
between the computer, file server, and the printer, through a network. 
As per claim 3: See Mazzagatte on coL5, line 14 and col.7, line GS-coLS, 
line 3; discussing supplying the printer driver encryption software to the 
computer. 

As per claim 4: See Mazzagatte on col.4, lines 54-58 and coLT, lines 33- 

67; discusses supplying an application to optionally encrypt documents in 
response to the application, creating a graphical user interface (GUI) dialog box 
to invoke the document encryption option, and in response to invoking the 
document encryption option, creating a graphical user interface (GUI) dialog 
box to request and accept public key information. 

As per claim 5: See Mazzagatte on coL9, lines 13-20; discusses generating 
a plurality of public keys with corresponding private keys, distributing the 
public keys universally to network-connected computers, and selectively 
distributing the private keys. 

As per claim 6: See Mazzagatte on coL8, lines 32-40 and col.Q, line 52- 

55; discussing the printer has a card reader to read code from SMART cards, 
wherein selectively distributing the private keys includes distributing the 
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private keys as SMART cards, and wherein accepting a private key includes 
using the code read by the printer card reader. 

As per claim 7: See Mazzagatte on col.8, lines 19-41 and col.lO^ lines 4- 

18; discusses selectively distributing alpha-numeric codes, creating a table in 
the printer to cross-reference private keys with alpha-numeric codes and, 
wherein accepting the private keys includes using the private key referenced by 
the entered alpha-numeric code. 

As per claim 8: See Mazzagatte on coL5, lines 53-65 and col.6, line 62- 

r 

col.7, line 5; discusses spooling the encrypted documents from the file server 
to a printer memory, and wherein decrypting the documents with the private 
key includes retrieving the encrypted documents from printer memory. 
As per claim 9: Cancelled 

As per claim 10: See Mazzagatte on col.7, lines 3-56 and coL9, lines 26- 

34; discussing in response to accepting the private key, generating a list of 
documents encrypted with the corresponding public key, creating a graphical 
user interface (GUI) dialog box to invoke the selection of an encrypted 
document, and wherein printing the documents includes printing the 
documents in response to selecting a document. 
As per claim 11: See Mazzagatte on col.4, lines 37-40; discusses 
transmitting a facsimile transmission and wherein decrypting the documents 
with the private key includes decrypting the encrypted FAX transmission. 
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As per claim 12: 

Mazzagatte discusses the method for secure communications to a 
network-connected printer, the method comprising: 

receiving documents spooled from the file server (coL6, lines .20-21 and 
col.6, line 62 - col.7, line 5) encrypted with a public key; (CoL8, lines 14-15 
and 39) 

accepting a private key corresponding to the public key used to encrypt 
the documents; (coL4, lines 40-42 and coL9, lines 13-20) 

decrypting the documents with the private key; and printing the 
decrypted documents, (col. 10, lines 31-39) 

The server of Mazzagatte is a print node (col.7, lines 39-44) which may be 
a gateway to one or multiple printers (col. 10, lines 43-44) or basically a file 
server (coL4, lines 31-34), where the print node server receives the encrypted 
data and identification information using public/ private key encryption (col.4, 
lines 40-42) and sends the encrypted data with the private key (col. 10, lines 
31-33) to the printer for printing (col.6, lines 63-65). The print node and the 
printer communicates with one another such that the print node indicates the 
print job information for the printer to determine which recipient is to receive 
the printouts from the print queue (col. 10, lines 13-14). Although, Mazzagatte 
teaches encryption of data and includes symmetric or asymmetric 
(public/ private key) algorithms, Mazzagatte did not specifically describe the 
details of the encrypted data by using the public key. 
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DeBiy includes file servers (col. 7, lines 4-5) or a document source which 
is the owner of the document (col. 7, lines 50-55) where the document source 
creates a certificate to verify the user has correct access privileges (col. 5, lines 
51-65). Further, DeBry teaches if the encrypted document were to be 
decrypted on its way to the printer the system could be spoofed by replacing 
the real printer with software, thus, it would be advantageous to provide a 
unique public encryption key and decrypt and print the document on the fly 
(col. 10, lines 37-44). Hence, DeBry teaches the document is encrypted with a 
symmetric key where that key is encrypted using the public key (col. 11, lines 
2-4) and then the encrypted document is placed on the spool. The encrypted 
document is sent to the printer along with the key to decrypt the public key to 
thereby decrypt the document for printing (col.l 1, lines 6-15), 

The invention of Ma^zagatte and DeBry uses both symmetric and 
asymmetric (public/ private key) algorithms interchangeably where it is obvious 
that using either one of these algorithms to encrypt data is not a patentable 
distinction. Therefore it would have been obvious to one of ordinary skill in the 
art at the time of the invention was made to combine Mazzagatte with DeBry 
for encrypting the document with a public key prior to transmission to the 
printer whereby the private key is used for decryption at the printer of would be 
to prevent unauthorized printing and spoofing. 

As per claim 13: See Mazzagatte on coL5, line 14 and coL7, line 65-coL8, line 

3; discusses decrypting the documents with the private key includes operating 
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the printer in response to publicly distributed printer driver encryption 
software. 

As per claim 14: See Mazzagatte on col.8, lines 32-40 and col.9, line 52- 

55; discusses the printer has a card reader to read code from SMART cards; 
and, wherein accepting a private key includes using the code read by the 
printer card reader as the private key. 

As per claim 15: See Mazzagatte on coL8, lines 19-41 and col. 10, lines 4- 

18; discusses storing the private keys in the printer; creating a table in the 
printer to cross-reference private keys with alpha-numeric codes; and, wherein 
accepting the private keys includes using the private key referenced by the 
entered alpha-numeric code as the private key. 

As per claim 16: See Mazzagatte on coL5, lines 53-65 and col.69 line 62- 
C0I.7, line 5; discussing spooling the encrypted documents from the file server 
into a printer memory; and, wherein decrypting the documents with the private 
key includes retrieving the encrypted documents from printer memory. 
As per claim 17: See Mazzagatte on col.7, lines 3-56 and col.9, lines 26- 
34; discusses in response to accepting the private key, generating a list of 
documents encrypted with a corresponding public key; creating a graphical 
user interface (GUI) dialog box to invoke the selection of an encrypted 
document ; and, wherein printing the documents includes printing the 
documents in response to selecting a document. 
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As per claim 18: See Mazzagatte on coL4, lines 37-40; discusses receiving 
documents encrypted with a public key includes receiving encrypted 
documents transmitted as a facsimile (FAX) transmission; and, wherein 
decrypting the documents with the private key includes decrypting the 
encrypted FAX transmission. 
As per claim 19: 

Mazzagatte discloses communications security system in a network of 
connected devices, the system comprising: 

a computer having a network connection, an input to accept a public 
key, and an encryption application to supply encrypted documents to the 
network connection in response to accepting a public key; (col.4, lines 40-42 
and coL9, lines 13-20) 

a network connected to the computer to receive and transmit encrypted 
documents; and, (col.3, lines 48-555 and coL8, lines 14-15) 

a file server connected to the network to receive encrypted documents 
from the computer; and (col.6, lines 20-21 and col.6) line 62 - coL7, line 5) 

a printer having an input connected to the network to accept encrypted 
documents from the file server (col.5, lines 47-50), the printer having an input 
to accept a private key corresponding to the public key used to encrypt the 
documents at the computer, the printer having a decryption application to 
decrypt the documents with the private key (coL9, lines 13-20), and the 



Application/ Control Number: 09/944,695 Page 1 1 

Art Unit: 2135 

printer having an output to supply a printout of the decrypted documents, 
(col. 10, lines 31-39) 

The server of Mazzagatte is a print node (col. 7, lines 39-44) which may be 
a gateway to one or multiple printers (col. 10, lines 43-44) or basically a file 
server (col.4, lines 31-34), where the print node server receives the encrypted 
data and identification information using public/ private key encryption (col.4, 
lines 40-42) and sends the encrypted data with the private key (col. 10, lines 
31-33) to the printer for printing (col. 6, lines 63-65). The print node and the 
printer communicates with one another such that the print node indicates the 
print job information for the printer to determine which recipient is to receive 
the printouts from the print queue (col. 10, lines 13-14). Although, Mazzagatte 
teaches encryption of data and includes symmetric or asymmetric 
(public/ private key) algorithms, Mazzagatte did not specifically describe the 
details of the encrypted data by using the public key. 

DeBry includes file servers (col.7, lines 4-5) or a document source which 
is the owner of the document (col.7, lines 50-55) where the document source 
creates a certificate to verify the user has correct access privileges (col.5, lines 
51-65). Further, DeBry teaches if the encrypted document were to be 
decrypted on its way to the printer the system could be spoofed by replacing 
the real printer with software, thus, it would be advantageous to provide a 
unique public encryption key and decrypt and print the document on the fly 
(col. 10, lines 37-44). Hence, DeBry teaches the document is encrypted with a 
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symmetric key where that key is encrypted using the public key (col. 11, lines 
2-4) and then the encrypted document is placed on the spool. The encrypted 
document is sent to the printer along with the key to decrypt the public key to 
thereby decrypt the document for printing (col. 11, lines 6-15). 

The invention of Mazzagatte and DeBry uses both symmetric and 
asymmetric (public/ private key) algorithms interchangeably where it is obvious 
that using either one of these algorithms to encrypt data is not a patentable 
distinction. Therefore it would have been obvious to one of ordinary skill in the 
art at the time of the invention was made to combine Mazzagatte with DeBry 
for encrypting the document with a public key prior to transmission to the 
printer whereby the private key is used for decryption at the printer of would be 
to prevent unauthorized printing and spoofing. 

As per claim 20: See Mazzagatte on col. 5, line 14 and col.7) line 65-coL8, 
line 3; discussing the computer includes printer driver encryption software to 
generate the encryption application; and wherein the printer is operated in 
response to the printer driver encryptions software loaded in the computer. 
As per claim 21: See coL49 lines 57-58 and col.T, lines 33-55; discussing 
the computer has a display with an input connected to the application, wherein 
encryption application creates a graphical user interface (GUI) dialog box on 
the display to optionally invoke the encryption of documents, and in response 
to invoking the document encryption option, creates a GUI dialog box to 
request and accept public key information. 
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As per claim 22: See Mazzagatte on coL7, lines 11-27; discussing a system 
administrator to generate a plurality of public keys with corresponding private 
keys, the system administrator distributing the public keys universally to 
network-connected computers, and selectively distributing the private keys. 
As per claim 23: See Mazzagatte on coL4, lines 9-10 and col.9, line 56; 
private keys configured as code in SMART cards; and, wherein the printer 
private key input is a card reader to read SMART cards, the printer using the 
code read by the card reader as the private key. 

As per claim 24: See Mazzagatte on col.4, lines 39-41 and col. 10, lines 4- 

20; discussing the system administrator generates a table cross-referencing 
the private keys to alpha-numeric codes, and selectively distributes the alpha- 
numeric codes; and, wherein the printer private key input is a keyboard 
interface to accept private keys referenced by the alpha-numeric code entered 
on the keyboard, and the printer further comprising a memory to store the 
private keys, and a table to cross-reference private keys to alpha-numeric 
codes. 

As per claim 25: See Mazzagatte on coL6, line 62-coL7, line 5 and coLll, 
lines 17-20; discussing the printer includes a memory to spool the encrypted 
documents received from the file server, the printer decrypting the documents 
with the private key by retrieving the encrypted documents from printer 
memory. 

As per claim 26: Cancelled 
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As per claim 27: See Mazzagatte on coL7, lines 13-67 and col.9, lines 26- 

34; discussing the printer has display connected to the decryption application 
to depict a list of documents encrypted with a corresponding public key, in 
response to accepting the private key; wherein the printer decryption 
application creates a GUI dialog box on the display to invoke the selection of 
encrypted documents, the printer printing the documents in response to 
selecting a document from the GUI dialog box. 

As per claim 28: See Mazzagatte on coL4, lines 37-40; discussing the 
computer transmits the encrypted documents as a facsimile (FAX) 
transmission; wherein the network is a telephone system; and, wherein the 
printer decrypts the encrypted FAX transmission. 
As per claim 29: 

Mazzagatte discloses a secure communications network-connected 
printer, the printer comprising: 

a network connection to receive documents from the file server (col.6, 
lines 20-21 and col.6, line 62 - col.7, line 5) encrypted with a public key; 
(col.8, lines 39 and 66-67) 

an input to accept a private key corresponding to the public key used to 
encrypt the documents; (col.4, lines 40-42 and col.9, lines 13-20) 

an decryption application to decrypt the documents with the private key; 
and, an output to supply a printout of the decrypted documents, (col. 10, lines 
31-39) 
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The server of Mazzagatte is a print node (coL7, lines 39-44) which may be 
a gateway to one or multiple printers (col. 10, lines 43-44) or basically a file 
server (col. 4, lines 31-34), where the print node server receives the encrypted 
data and identification information using public/ private key encryption (col. 4, 
lines 40-42) and sends the encrypted data with the private key (col. 10, lines 
31-33) to the printer for printing (col.6, lines 63-65). The print node and the 
printer communicates with one another such that the print node indicates the 
print job information for the printer to determine which recipient is to receive 
the printouts from the print queue (col. 10, lines 13-14). Although, Mazzagatte 
teaches encryption of data and includes symmetric or asymmetric 
(public/ private key) algorithms, Mazzagatte did not specifically describe the 
details of the encrypted data by using the public key. 

DeBry includes file servers (coL7, lines 4-5) or a document source which 
is the owner of the document (col.7, lines 50-55) where the document source 
creates a certificate to verify the user has correct access privileges (col. 5, lines 
51-65). Further, DeBry teaches if the encrypted document were to be 
decrypted on its way to the printer the system could be spoofed by replacing 
the real printer with software, thus, it would be advantageous to provide a 
unique public encryption key and decrypt and print the document on the fly 
(col. 10, lines 37-44). Hence, DeBiy teaches the document is encrypted with a 
symmetric key where that key is encrypted using the public key (col. 11, lines 
2-4) and then the encrypted document is placed on the spool. The encrypted 
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document is sent to the printer along with the key to decrypt the public key to 
thereby decrypt the document for printing (col. 11, lines 6-15). 

The invention of Mazzagatte and DeBry uses both symmetric and 
asymmetric (public/ private key) algorithms interchangeably where it is obvious 
that using either one of these algorithms to encrypt data is not a patentable 
distinction. Therefore it would have been obvious to one of ordinary skill in the 
art at the time of the invention was made to combine Mazzagatte with DeBry 
for encrypting the document with a public key prior to transmission to the 
printer whereby the private key is used for decryption at the printer of would be 
to prevent unauthorized printing and spoofing. 

As per claim 30: See Mazzagatte on col.5, line 14 and coL7, line 65-col.8, 
line 3; discussing the decryption application is responsive to publicly 
distributed printer driver encryption software. 

As per claim 31: See Mazzagatte on col.8, lines 32-40 and coL9, line 56; 

discussing the private key input is a card reader to read code from SMART 
cards. 

As per claim 32: See coL4, lines 39-41 and col. 10, lines 4-18; the private 
key input is a keyboard interface to accept an alpha-numeric code; and, the 
printer further comprising: a memory to store the private keys; a memory to 
store a table cross-referencing private keys with alpha-numeric codes; and, 
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wherein private key input uses the private key referenced by the alpha-numeric 
code entered at the printer keyboard. 

As per claim 33: See Mazzagatte on col.6, lines 20-21 and col.6, line 62- 
col.7, line 5; a memory to spool the encrypted documents from the file server, 
and wherein decryption application retrieves the encrypted documents from 
printer memory for decryption. 

As per claim 34: Mazzagatte discusses the printer of claim 29 further 
comprising: 

a display having an input; (coL9, lines 65-66) 

wherein the decryption application creates a graphical user interface 
(GUI) dialog box application on the display to invoke the selection of an 
encrypted document (col.9, lines 63-66), the GUI generating a list of 
documents encrypted with a corresponding public key, in response to 
accepting the private key; and (col.9, lines 26-34 and 10, lines 31-37) 

wherein the documents are decrypted and printed in response to the 
documents being selected from the GUI. |col.7, lines 33-45) 
As per claim 35: See Mazzagatte on col.4, lines 37-40 and 001.7, lines 33- 
45; the network connection is a telephone connection and the encrypted 
documents are facsimile (FAX) transmissions; and wherein the printer 
decrypts the encrypted FAX transmission. 
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Conclusion 

4. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office action. Accordingly, THIS ACTION IS MADE FINAL. 

See MPEP § 706.07(a). Applicant is reminded of the extension of time policy as 
set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply 
is filed within TWO MONTHS of the mailing date of this final action and the 
advisory action is not mailed until after the end of the THREE-MONTH 
shortened statutory period, then the shortened statutory period will expire on 
the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In 
no event, however, will the statutory period for reply expire later than SIX 
MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to LEYNNA T. HA whose telephone 
number is (571) 272-3851. The examiner can normally be reached on Monday 
- Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached on (571) 272-3859. The fax 
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phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see 
http://pair-direct.uspto.gov. Should you have questions on access to the 
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217- 



9197 (toll-free). 





LHa 



